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Section 1: Introduction

1.1 Procurement Lobbying Act and Designated Contacts

This Request for Proposal (RFP) is being conducted in accordance with the Procurement Lobbying
Act (State Finance Law 88139-j and 139-k). For more information regarding the Procurement
Lobbying Act, please refer to the New York State Office of General Services (NYSOGS) website at:
https://online.ogs.ny.gov/legal/lobbyinglawfag.

Pursuant to the Procurement Lobbying Act, this solicitation includes and imposes certain restrictions
on communications between the New York State Department of Labor (NYSDOL) and the Bidder
during the procurement process. Accordingly, designated contacts for questions related to this
procurement as of the date hereof, are:

Primary:

Sarah Berte

Contract Management Specialist Il

New York State Department of Labor

State Office Campus, Bldg. 12, Rm. 454
Albany, New York 12240
labor.sm.DOLPurchase.Contracts@Iabor.ny.gov

Alternate:

Ryan Cerone

Contract Management Specialist |

New York State Department of Labor

State Office Campus, Bldg. 12, Rm. 454
Albany, New York 12240
labor.sm.DOLPurchase.Contracts@Iabor.ny.gov

Neither phone nor fax inquires will be accepted. Administrative issues pertaining to sending or
receiving email through the designated mailbox may be reported at (518) 457-1397.


https://online.ogs.ny.gov/legal/lobbyinglawfaq
mailto:labor.sm.DOLPurchase.Contracts@labor.ny.gov
mailto:labor.sm.DOLPurchase.Contracts@labor.ny.gov

1.2 Timetable of Key Events

Event Date

Issuance of Request for Proposal December 17, 2019
Deadline for Submission of Written Questions* January 17, 2020
Response to Written Questions Posted* Feburary 18, 2020

Deadline for Submission of Notification of Intent to Propose** Feburary 25, 2020

Deadline for Submission of Proposal Mereh202020 Apa 122020
May 15, 2020

Anticipated Notification of Award Juhe1.2020- June152020
July 15, 2020

Anticipated Contract Start Date August 3, 2020 August 17, 2020
September 17, 2020

*See Section 1.8 (Questions and Requests for Clarification)
** Must be sent to labor.sm.DOLPurchase.Contracts@labor.ny.gov

1.3 Overview

The New York State Department of Labor (“NYSDOL”), as an administrative agency of the State of
New York (“the State”) is soliciting proposals from state or federally chartered banks or other payment
processing firms (“Bidders”) to provide services as detailed in this Request for Proposal (“RFP”).

NYSDOL administers custodial accounts for the provision of unemployment insurance (Ul) benefits,
and for interest and penalties and other fees due NYSDOL.

NYSDOL is New York State’s primary advocate for job creation and economic growth through
workforce development. NYSDOL administers the State’s unemployment insurance (Ul) system,
labor exchange system, and employment and training programs. NYSDOL oversees NYS worker
protection programs and enforces safety and health regulations in the public sector, NYS labor laws
and federal statutes related to working conditions, wages and hours, and laws related to Public Work
construction projects. NYSDOL is NY’s principal source for labor market information and offers a
variety of services that help businesses find workers and help people find jobs.

NYSDOL administers the Worker Protection Monetary System, (“WPM”). This system takes in wages
and interest due to employee claims against employers, as well as penalties due to violations of the
New York State Labor Law and regulation provisions related to Labor Standards and Public Work.

NYSDOL also governs all permits that relate to the Division of Safety and Health. These permits carry
processing fees.


mailto:labor.sm.DOLPurchase.Contracts@labor.ny.gov

1.4 Strategic Direction and Vision

NYSDOL is seeking partnerships with qualified vendors to achieve secure, automated, and efficient
debt collection methods through the provision of proven innovators and leaders in Automated
Clearing House (ACH) debit and credit card payment solutions who can provide a best value proposal
to the NYSDOL. NYSDOL expects the vendor to provide evolving and innovative ACH debit and
credit card payment solutions and provide advice and support for the optimal implementation of
innovative technology and payment services advancements.

NYSDOL is interested in modernizing debt collection methodologies for its customers who owe
various debts. NYSDOL desires to achieve the following goals over the term of the contract resulting
from this RFP:

A. Collect debts owed to the Ul program more quickly and efficiently;
B. Move toward majority electronic payment transactions for debtors;
C. Reduce processing of paper documentation as much as possible;
D

. Enable redundancy for electronic payment streams, i.e. collect payments via different methods,
such as but not limited to; self-service web, self-service IVR, DOL agent web, etc.;

E. Improve standardization of debt payment processes;

F. Maintain a sufficient level of business continuity, disaster recovery, and fail-safe operations
services in the event of a disaster;

G. Improve cash management operations and position NYSDOL custodial accounts to maximize
earnings;

H. Utilize online portal management and reporting tools;

I. Enable NYSDOL to potentially take advantage of new debt payment technology and new financial
processing;

J. Reduce fraud, save money, and improve efficiency;

K. Collect debts for Worker Protection programs quicker and more efficiently, allowing
restitution to be paid to workers in a timelier manner;

L. Allow for easier access to allow Worker Protection’s regulated community to make one-time
payments, or regular payments (including scheduled auto payments) for a pre-approved
and specific number of months;

M. Allow options for Worker Protection’s regulated community for making restitution
payment(s) via credit card in order to not interfere with business cash flow; and



N. Allow a fillable PDF document to be submitted with all Safety and Heath Permit applications
containing a payment in a manner that ensures the application and associated payment remain
connected.

NYSDOL desires high level functionality in debt collection, cash management, reconciliation,
business intelligence/reporting, and payment processing tools. This functionality must be compatible
with the established parameters of NYSDOL and New York State Office of Information Technology
Services (NYSOITS internal systems. Additionally, NYSDOL is strongly interested in solutions
involving platforms and systems that are flexible enough to meet varying business needs, including
systems that are capable of robust back-end integrations that also provide an efficient, intuitive user
interface.

1.5 ACH Debit and Credit Card Payment Services - Overview

NYSDOL has several programs for debt collection within its divisions:
Ul Program
1) Program A collects debts from businesses that owe Ul contributions, penalties, and interest;
2) Program B collects debts owed by former Ul claimants who improperly collected benefits.

Safety and Health Program

Program C collects all fees associated with Safety and Health certificates, licenses, and permits.

Labor Standards/Public Work Program

Program D collects all wages and penalties associated with labor law enforcement.

Payments for debts under the current programs are generally handled through submission of checks,
money orders, and other types of paper remittances from debtors either to NYSDOL staff directly or
to a NYSDOL lockbox processor (Key Bank for Program B, C and D and JPMorgan Chase for
Program A). NYSDOL staff also accept checks-by-phone and payments made through Western
Union Services. In all cases, remittances are eventually processed by the respective lockbox
processors for deposit into NYSDOL custodial accounts.

As of May 2018, there was approximately $278 million in business debts. As of December 2018,
there was about $364.1 million in debts owed by former Ul claimants. Labor Standards and Public
Work transact approximately $30 million annually in labor law enforcement debts.

1.6 RFP Process Overview and Important Information

NYSDOL is seeking proposals from Bidders with proven, verifiable expertise in developing and
implementing services for ACH Debit and Credit Card payments and data processing services,
centering on a payment solution using secure data exchanges to process electronic debt payment
transactions that originate from direct debtor contact by NYSDOL employees or through web
services.



The information contained herein should be used for the sole purpose of responding to this RFP.

Requested proposals are for ACH debit and credit card payment solutions, including electronic
payment methods not currently available to debtor customers under both programs. The suite of
services must include the ability to save payment data for ACH debit and credit cards and the ability
to cancel a scheduled payment. It is desired to allow for other modern payment technologies; to
provide customers with a view of their payment history; to allow NYSDOL staff to take payments over
the telephone by entering ACH debit or credit card information into a vendor provided application; to
provide an administrative view of payments to NYSDOL employees; and to provide a customer help
desk and Interactive Voice Response (“IVR”) support. It is anticipated that these services will be fully
implemented within 18 months of the approved contract start date.

This RFP is neither an offer and nor does it constitute a Contract with NYSDOL. Furthermore,
NYSDOL is not liable for any costs, in whole or in part, incurred by a Bidder in the preparation of a
response to this RFP, or for any work performed prior to Contract execution even if the Bidder is
chosen by NYSDOL through this RFP.

This RFP outlines the terms and conditions and all applicable information required for submission of a
proposal. Proposals may be submitted by a single Bidder, or by partners/joint ventures, in which case
one entity must be deemed the Prime Bidder, which if awarded the contract, will become the Prime
Contractor and single source of responsibility for all contract services, including the efforts of its
Subcontractors see 1.10, Responsibilities of an Awarded Contractor).

The Prime Bidder must be a responsible vendor and complete Attachment C-9, Vendor
Responsibility Form as stated in Appendix GTC, General Terms and Conditions. Further, each
Subcontractor expected to receive $100,000 or more over the term of the contract must also be a
responsible vendor and complete Attachment C-9, when nominated for Contract Award. If
subcontractor is on the NYS OSC VendRep system, Attachment C-9 may be submitted with the
administrative proposal.

The Prime Bidder is responsible for providing a complete proposal, including those components that
describe the functions and services to be provided by any Subcontractors. Subcontractors must
complete all attachments and appendices as requested herein.

This RFP is consistent with the New York State policy of seeking competitive proposals for services.
To ensure compliance with the requirements of this RFP and to prevent possible disqualification,
Bidders should follow the format and instructions contained in this document. Proposals will be
considered only from Bidders who meet the Qualifying Minimum Requirements as detailed in this
RFP and whose proposals are responsive to the Requirements as presented herein.

Bidders should pay strict attention to the Deadline for Submission of Proposals in Section 1.2,
Timetable of Key Events to prevent disqualification. Restrictions pursuant to the Procurement
Lobbying Act outlined in Section 1.1, Procurement Lobbying Act and Designated Contacts
impacts the entire procurement and potential Bidders should be aware that Appendix A, Standard
Clauses for NYS Contracts and Appendix GTC, General Terms and Conditions contain vital
information related to the contracts to be entered into from this RFP and will be incorporated, without
change or amendment, into the contracts between the State and the awarded contractor. By
submitting a response to the RFP, Bidders agree to comply with all the provisions of Appendix A and
Appendix GTC.



If NYSDOL selects any Bidder’s proposal submitted in response to this RFP, bidders must be
willing to enter into a Contract in accordance with the terms of this RFP.

Bidders should also be aware that NYS does not indemnify Contractors/Vendors.

1.7 Key Points for RFP Bidders

A. Read the RFP in its entirety. Note key items such as critical dates, Qualifying Minimum
Requirements and services required. Exhibit 1, General Glossary of Terms contains a General
Glossary for use by Bidders in their review of this RFP.

B. Note the name, address, phone number and email address of the Designated Contact, or
designee(s) as listed in Section 1.1, Procurement Lobbying Act and Designated Contacts.
This will be the only contact available to Bidders regarding this RFP.

C. Take advantage of the question and answer period. Submit questions by the date and time listed
in Section 1.2, Timetable of Key Events and by the method identified in Section 1.8, Questions
& Requests for Clarifications.

D. Provide complete answers/descriptions. Proposals must completely address all Qualifying
Minimum Requirements. To ensure a proposal is not unnecessarily disqualified from evaluation,
thoroughly read all Requirements and provide complete responses in accordance with each
Requirement. Vague or incomplete responses may result in a reduced technical score or
disqualification.

E. Review proposal(s) prior to submission. Make sure all copies, including the electronic copy, are
identical and complete.

F. Make certain that proposal(s) are packaged and submitted as required by this RFP. Any proposal
received that are not submitted in compliance with requirements for this RFP may be deemed non-
responsive and may not be reviewed by NYSDOL. See Section 7, Proposal Content
Requirements and Section 8, Proposal Submission Requirements.

G. Submit proposal(s) in a timely fashion to be certain it arrives prior to the deadline for this RFP.
Proposals received after the date and time in Section 1.2 may be returned, unopened, to the
sender without review or consideration for an award.

H. RFP Y-24 and any amendments, announcements, and clarifications related to this RFP will be
issued on NYSDOL'’s Contract, Bid, & Grant Opportunities webpage:
https://labor.ny.gov/agencyinfo/contracts/contract-bid-grant-opportunities.shtm

Review the NYSDOL website frequently prior to submission of a proposal, as only the NYSDOL
website will contain any amendments and/or addenda to the RFP, including Responses to Written
Questions. Note that all applicable amendment and/or addenda information must be incorporated into
the Bidder’s proposal(s). Failure to include such information may result in disqualification or a
reduced technical score.


https://labor.ny.gov/agencyinfo/contracts/contract-bid-grant-opportunities.shtm

1.8 Questions & Requests for Clarifications

Bidders will have one opportunity for submission of written questions and requests for clarification
regarding this RFP. All questions and requests for clarification of this RFP must be sent in MS Word
format using Attachment F, Question Submission Form, submitted via email as indicated in
Section 1.1, Procurement Lobbying Act and Designated Contacts., and received by no later than
the Deadline for Submission of Written Questions as specified in Section 1.2, Timetable of Key
Events. Questions received after the deadline may not be answered.

All questions and requests for clarification will be resolved during the Question and Answer period
prior to the submission of proposals. Bidders should bring forward any term and condition in the RFP
and Appendices that the Bidder believes would prohibit or deter the submission of a proposal. The
Question and Answer process may not be used to negotiate material changes to the terms and
conditions set forth in the RFP and Appendices; any such proposed changes will not be accepted or
answered by NYSDOL.

NOTE: It is the Bidder’s responsibility to ensure that hard copy mail or email containing any written
guestions and/or requests for clarification is received by NYSDOL no later than the Deadline for
Submission of Written Questions as specified in Section 1.2.

The comprehensive list of all questions and responses will be posted to the NYSDOL website and
notice of such posting will be distributed by email to prospective bidders known to the NYSDOL on or
before the date specified in Section 1.2. The official responses will not include the identity of the
vendors that submitted the questions and NYSDOL will ensure anonymity to the extent allowed by
law.

1.9 Notice of Intent to Propose

Bidders intending to submit a Proposal in response to this RFP are asked to use the Attachment A,
Notice of Intent to Propose, form. This form along with completion and forwarding instructions are
included in Attachment A. The submission of this form is not a prerequisite for Bidder eligibility, nor
does it obligate organizations to submit a proposal in response to RFP Y-24, nor will it be considered
an actual Proposal.

1.10 Responsibilities of an Awarded Contractor

A contract will be awarded to a “Awarded Contractor,” which, following successful contract
negotiations and full execution of contract, shall be deemed the “Contractor.” A single Prime
Contractor will be responsible for the delivery of all contract deliverables and services under this RFP,
including the efforts of its Subcontractors. The terms “awarded contractor” and “Contractor” shall be
interchangeable herein.

Where Services are supplied by or through the Contractor under the contract, it is mandatory for the
Contractor to assume full integration responsibility for delivery, installation, maintenance,
performance, and support services for such items, as applicable. The Contractor shall also be
responsible for payment of any license fees, rents, or other monies due third parties for Services or
materials it procures or obtains for performance of this Contract.



Proposed Subcontractors must be identified on Attachment 3, Listing of Proposed
Subcontractors, at the time of proposal submission and are subject to the approval of NYSDOL.

The Contractor must ensure Subcontractor compliance with all contract provisions.

1.11 Term of the Contract

The term of the contract awarded pursuant to this RFP shall be for a period of up to nine (9) years
inclusive of a transition period of up to 12 months as defined in Exhibit 1, General Glossary of
Terms and shall commence on the date of the contract’s approval by the OSC Bureau of Contracts.
The use and length of the transition period is at the sole discretion of NYSDOL.

[REMAINDER OF THIS PAGE LEFT BLANK INTENTIONALLY]



Section 2. Technical Requirements

2.1 Scope of Services

The awarded contractor will provide debt payment and data processing services to NYSDOL
Programs A through D and for any future programs identified by the Department. As NYSDOL
introduces new programs, web applications, and services, it is anticipated that the associated
payment and data processing services will be acquired through the contract for this RFP.

For Programs A-D, the awarded contractor will process ACH Debit Card/Credit Card payments and
deposit in NYSDOL designated bank accounts.

Payment processing services required to be provided by the Awarded contractor are as follows:
A. ACH Debit

Debtors can initiate ACH Debit payments by an Awarded contractor-hosted web application. After
either logging into their secure NYSDOL Online Services (“OLS”) account or by accessing the
bidder host web application directly, the debtor can access the Bidder-hosted web application
through a secure exchange from NYSDOL to the Bidder.

1. The Awarded contractor Hosted application will collect payment data for both processing
the payment and creating data records to update all Program payment databases. Daily
payments will be available for transfer into NYSDOL custodial accounts on a mutually agreed
upon schedule.

B. Credit Card

Debtors can initiate Credit Card payments on an Awarded contractor-hosted web application or
Awarded contractor-hosted IVR. The Awarded contractor maintains compliance with the Payment
Card Industry Data Security Standards (“PCI DSS”) at all times. The Awarded contractor may be
asked to provide documentation annually to demonstrate PCI DSS compliance. In addition, the
Bidder must ensure NYSDOL does not electronically receive any Cardholder data in which the
entire Primary Account Number (“PAN”) is readable. If the Awarded contractor engages the
services of a Subcontractor, the Awarded contractor must ensure the Subcontractor also remains
compliant, as applicable, and provide the appropriate documentation to demonstrate the
Subcontractor’'s PCI DSS compliance.

1. Web Application

After logging into their secure NYSDOL OLS account or by accessing the Awarded
contractor’s hosted web application directly, the debtor can access the Awarded contractor-
hosted application through a secure exchange from NYSDOL to the Awarded contractor. The
Bidder-hosted application will collect payment data for both processing the payment and
creating data records to update all Program payment databases.



2. IVR

Debtors will call an Awarded contractor-hosted IVR to enter payment information. The
Awarded contractor-hosted application will collect payment data for both processing the
payment and creating data records to update all Program payment databases.

C. ACH Debit and Credit Card Payments

Debtors calling NYSDOL staff will be able to provide payment information (for example, bank
information, debit/credit card information, etc.) so that NYSDOL staff may enter data and initiate a
payment transaction in a secure application hosted by the Awarded contractor. The Awarded
contractor-hosted application will collect payment data for both processing the payment and
creating data records to update all Program payment databases.

D. Recurring Payments

Debtors will be able to initiate recurring payments via credit card in a secure application hosted by
the Awarded contractor. The Awarded contractor-hosted application will collect payment data for
both processing the recurring payments and creating data records to update all Program payment
databases for each recurrent payment.

NOTE: Program D staff will NOT have access to any debtor account info.

E. Daily Payments will be available for transfer into NYSDOL custodial accounts on an agreed upon
schedule. Credit to NYSDOL custodial accounts will be in full, with no holds, on the debtor
selected Settlement Date for all ACH Debit and Credit Card payments.

F. Develop, maintain, and update a payment database for all ACH Debits and Credit Card
payments per program. The payment database will facilitate the following functionality:

1. An administrative web application from which NYSDOL can inquire on all payments, transfer
payments to correct bank accounts, cancel future payments, create chargeback and
chargeback reversal data records, and create reports.

2. Create daily data transmission files to NYSDOL for processed payments, adjusted
payments, cancelled payments, and returned payments.

3. Ability for debtors to view their payment history and cancel scheduled payments via various
NYSDOL OLS applications. This functionality will be made available to debtors through a web
service call from NYSDOL to the awarded contractor.

4. Ability for debtors to save their payment data for ACH Debit (e.g., bank account and ABA
routing number) and Credit Card (e.g., card number).

G. Enhancements and Modifications

Due to the rapid pace of change and innovation in debt collection services and payment
methodologies, it can reasonably be anticipated that during the term of any contract awarded from
this RFP, the services described may require enhancement or modification. Therefore, any
proposal submitted must include a firm corporate commitment to work closely and cooperatively



with NYSDOL to facilitate the implementation of any enhancements or modifications offered by the
awarded contractor or requested by NYSDOL.

The Bidder must periodically suggest enhancements or modifications that will benefit NYSDOL for
consideration, including enhancements and modifications which improve productivity and/or
mitigate suspicious or fraudulent activity.

NYSDOL may also request that an awarded contractor provide enhancements or modifications
requested by NYSDOL. NYSDOL, however, is under no obligation regarding such enhancements
or modifications, and reserves its rights to:

e develop and/or implement enhancements or modifications internally at NYSDOL; and/or
e oObtain a third party to perform such work.

The Bidder must agree to work in good faith with NYSDOL and any other parties to assist in the
development and/or implementation of enhancements or modifications and must timely develop
and implement an enhancement or modification, if directed to do so by NYSDOL.

All enhancements or modifications are subject to the Change Control process in Appendix C,
Change Control Procedure. Any enhancement or modification outside the scope of the contract
will be handled via an amendment to the contract.

The awarded contractor shall timely develop and implement an enhancement or modification as
directed by NYSDOL. Fees for such developments and implementations shall be negotiated by
NYSDOL and the awarded contractor as soon as feasible following identification of intent to
proceed with an enhancement development or implementation. The awarded contractor should
not implement a NYSDOL-directed enhancement or modification into “live” production until such
enhancement or modification has been tested and accepted by NYSDOL in writing and, when
applicable, approved by the Office of the State Comptroller (OSC) Bureau of Contracts.

2.2 Implementation of the Service

It is anticipated that these services will be fully certified for production by NYSDOL in an
administratively expeditious manner. Full implementation is expected no later than eighteen (18)
months from the approved contract start date.

2.3 Qualifying Minimum Requirements

Only qualified entities may submit a proposal in response to this RFP. A qualified entity is defined as
one that meets all of the following Qualifying Minimum Requirements. Entities not meeting all
Qualifying Minimum Requirements should not submit a proposal, as they will not be considered.



TABLE 2.3 QUALIEYING MINIMUM REQUIREMENTS

#

REQUIREMENT

REQUIRED RESPONSE

QUALIFYING MINIMUM REQUIREMENTS

1.1

The Bidder must be a state or federally
chartered bank, or a payment processing
firm authorized to do business in the United
States and in New York State.

The Bidder must affirm understanding of, and
agreement to comply with, this Requirement.

1.2

The Bidder must be a member of the
National Automated Clearing House
Association ("NACHA") and, upon request,
provide supporting documentation of
membership. The Bidder and any
Subcontractor(s) must agree to conform to
all NACHA Operating Rules (hereinafter,
“NACHA Rules”).

The Bidder must confirm status, affirm
understanding of, and agree to comply with,
this Requirement.

1.3

The Bidder must be able to act as both an
Originating Depository Financial Institution
("ODFI") and a Receiving Depository
Financial Institution ("RDFI"”) — able to both
initiate and receive ACH entries.

The Bidder must affirm understanding of, and
agreement to comply with, this Requirement.

1.4

Sections 105 and 106 of the New York State
Finance Law require financial institutions
holding deposits of New York State monies
to pledge collateral with the State to the
extent deemed appropriate by the State. As
required by such law, the Bidder must agree
to pledge securities or to obtain a surety
bond by companies with the highest ratings
issued by nationally recognized statistical
rating organizations to secure the State’s
interest in any depository account and any
“pass-through” accounts to the extent
deemed appropriate by the State. The State
shall establish and periodically review and
adjust, as necessary, the amounts held as
collateral. Collateral must be held at the New
York State fiscal agent. The State reserves
the right to periodically verify the amount of
collateral held.

The Bidder must affirm understanding of, and
agreement to comply with, this Requirement.

1.5

The Bidder must establish and maintain
processing site(s) which must be in the
continental United States ("CONUS"). The
processing site must comply with applicable
building codes, regulations, and laws.

The Bidder must affirm understanding of, and
agreement to comply with, this Requirement.

The Bidder must provide details addressing the
Requirement, including but not limited to:




TABLE 2.3 QUALIEYING MINIMUM REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
All confidential information (including, but e The site(s) for operations;
pot I'm'ted to, debt(_)r baplgng |pformat|9n, e Whether the site(s) is to be owned or leased,
identity, personally identifiable information, . .

! ; and if leased, the parties to the lease and the
or relationship to NYSDOL) must be

terms of the lease.

processed, stored, backed up, and accessed
solely and exclusively within the CONUS. e Any services performed outside of CONUS.
The Bidder may conduct software
development and other ancillary services
outside of CONUS as long as those services
do not access, or have access to,
confidential information.

1.6 The Bidder and any Subcontractor The Bidder must affirm understanding of, and
responsible for the processing of Credit Card |agreement to comply with, this Requirement.
payments must be in compliance with
Payment Card Industry Data Security
Standards (“PCI DSS”) throughout the term
of the Contract.

1.7 The Bidder and any Subcontractor must The Bidder must affirm understanding of, and

have provided a minimum of three (3) years,
immediately preceding the submission of a
Proposal, of continuous ACH Debit and
Credit Card payment and data processing
services operational for at least two
contracts or engagements.

The information about these contracts must
demonstrate that the contracts provided for
continual operation of such a solution for the
three years prior to the submission of a
Proposal; or the contracts provided for the
development and implementation of such a
solution for a client that has continually
operated for the three years prior to
submission of a Proposal.

If the proposal includes use of a
Subcontractor on the contracts or
engagements submitted, this proposal must
include the same Subcontractor in the same
respective service role.

agreement to comply with, this Requirement.

The Bidder must provide references on
Attachment 2, References and show
evidence of recent experience in providing
services such as those required herein and of
comparable scope. Such evidence must include:

e A description of the contracts or
engagements (e.g., client served, contract
term, scope of services, applications, daily
volumes) which encompass a hosted ACH
Debit and Credit Card payment and data
processing solution including: deposit,
payment processing (e.g., ACH Debit and
Credit Card) reconciliation, customer
services (Help Desk and Interactive Voice
Response), and transmission of data,
reports and files;

e Names, titles, and contact information for
client staff that administered or oversaw the
contract or engagement during the contracts
or engagements; and

e Any Subcontractors used on the contracts or

engagements and their role, and their
contact information.

NOTE: A past client may be used for only 1
reference, regardless of how many projects the




TABLE 2.3 QUALIEYING MINIMUM REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE

Bidder has completed for that client. The Bidder
is solely responsible for providing contact
information for clients that are readily available
to be contacted by NYSDOL and will respond to
questions. Although two references are
required, an additional two may be provided in
the event a reference does not respond to
questions.

END OF TABLE 2.3: QUALIFYING MINIMUM REQUIREMENTS

2.4 Technical Requirements

This section requires the Bidder to provide information regarding the specific Technical Requirements
necessary for the implementation and continuing operations of the requested services in this RFP.
NYSDOL reminds Bidders that responses must be complete, factual, and as detailed as necessary to
allow NYSDOL to perform a comprehensive review and evaluation of proposed services, capabilities
and experience.

There are Mandatory Requirements stated throughout this section, stipulated by the words
“must,” “shall,” “will,” and “required.” Failure to provide or include the required information
in the Technical Proposal will result in the Proposal being deemed non-responsive and
removed from further consideration. Desired services and information are referenced in this
section by the words “should,” “desired,” and “preferred.” While not mandatory, failure to
provide the requested desired information will negatively impact the Technical Proposal
Score.

Bidder’s responses to each Requirement must identify any Subcontractor to be used and
include their role in providing the services for that Requirement.

A. Functional Requirements

This section contains the specific service to be provided and response requirements.

TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE

1 GENERAL REQUIREMENTS

The Bidder must provide a payment solution that | The Bidder must affirm

allows for the processing of electronic payments, | understanding of, and agreement
through Bidder-hosted web applications, received | to comply with, this requirement.
from customers via the following methods:

1.1

The Bidder must describe how
this requirement will be met by




TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
e ACH Debit presenting a conceptual design
e Credit Card and narrative. This is inclusive of
any mandatory requirements and
It is desirable, but not required, that the Bidder | @ny and all desirable requirements
provide a payment solution that allows for the the bidder will implement.
processing of third-party electronic payments, Description must include timing
through the Bidder-hosted web application, limitations or any other restriction.
Lic}(e;]\:;cllimi)trgdctlos:tomers from services such as, The B! dder must | dgscrjbe any
deposit account limitations or
. PayPal other limitations for each of these
«  Apple Pay payment methods.
e Android Pay
1.2 The Bidder must develop, extend, or expand The Bidder must affirm
! payment methods to accommodate other understanding of, and agreement
NYSDOL programs not currently identified (e.g., | to comply with, this requirement.
Legislative changes, fields on applications and . _ .
screens may require change in an acceptable The Bidder must describe how its
amount of time as determined by NYSDOL). architecture, systems and program
development staff will work to meet
this Requirement
1.3 The Bidder must maintain controls to ensure all The Bidder must affirm
’ payment transactions are processed and understanding of, and agreement
transmitted to NYSDOL within agreed upon time | to comply with, this requirement.
frames.
Note: Timeframes may vary by payment
method and Program
1.4 The Bidder must have the ability to accept Credit | The Bidder must affirm
’ Card transaction authorizations received via understanding of, and agreement
secured transfer through various Bidder-hosted | to comply with, this requirement.
payment methods (e.g. Web, IVR and Customer _ _ _
Service Representative). Credit card payment The Bidder must describe how it
transaction data fields will vary by Program. will meet this Requirement.
Required data elements will be provided at
implementation.
1.5 The Bidder must have the ability to support the The Bidder must affirm
) following Credit Card payment methods: understanding of, and agreement
e Visa to comply with, this requirement.
e Mastercard
e Discover
e American Express
The Bidder must accept Branded Debit Cards and
pre-paid cards as Credit Cards.
1.6 The Bidder must not consider any transaction The Bidder must affirm

complete until successful submission of
transaction, including confirmation number
assignment.

Unless otherwise required pursuant to State or
Federal banking or record retention laws and

understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement.




TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
regulations, datat records related to incomplete
transactions will be retained and destroyed in
accordance with the provisions of Section 18.1 of
Table 2.4.B herein.
Note: An incomplete transaction is defined
as a user exiting the application prior to a
submission or user attempting to submit
the transaction but is unsuccessful.
Incomplete transactions are not to be assigned a
transaction number. Records of such attempts
are to be maintained for analysis review.
1.7 The Bidder must have the ability to assign a The Bidder must affirm
! unique Tracking Number to each successfully understanding of, and agreement
completed transaction. The Bidder must be able | to comply with, this requirement.
to accommodate NYSDOL's existing Tracking . . '
Number assignment format and range, which The Bidder must describe how it
may be expanded as necessary. will meet this Requirement.
See Exhibit 2 — NYSDOL Current Tracking
Number Format
1.8 The Bidder must assign the appropriate standard | The Bidder must affirm
’ entry class ("SEC") codes for all outbound ACH understanding of, and agreement
Debit transactions. to comply with, this requirement.
Authorization methods will include but not be
limited to: The Bidder must describe how it
e Web will meet this Requirement.
e Telephone (customer service
representative)
o Interactive Voice Response system (IVR)
1.9 The Bidder must have a process in place to The Bidder must affirm
: support domestic International ACH Transactions | understanding of, and agreement
(“IAT”). Payments must be payable in US Funds | to comply with, this requirement.
only.
Y The Bidder must describe its
Note: It is desirable that the Bidder have ability | Process and any limitations for
to process cross-border IAT's. processing IAT transactions.
1.10 The Bidder must provide to NYSDOL the most The Bid_der must affirm
’ recent NACHA Return reason codes and update understanding of, and agreement
as necessary. to comply with, this requirement.
Additionally, the Bidder must provide two copies | The Bidder must describe its
annually to NYSDOL of the most recent version process, timing, and any other
of the NACHA Operating Rules & Guidelines. limitations.
1.11 The Bidder must provide NYSDOL a means by The Bidder must affirm

which NYSDOL can be, and remain, compliant
with all NACHA Rules and Guidelines, including
but not limited to a means by which NYSDOL's
ACH entries will be systematically

understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement.




TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
corrected/changed in any response to any NOC
received by the ODFI.
1.12 The Bidder must develop and maintain up to The Bid_der must affirm
’ date procedures for any processes covered in understanding of, and agreement
this RFP and must make these procedures to comply with, this requirement.
available to NYSDOL
The Bidder must describe how it
will meet this Requirement.
1.13 The Bidder must maintain quality controls to The Bidder must affirm
: bring the occurrence of unintended duplicate understanding of, and agreement
payment transactions being submitted by to comply with, this requirement.
customer as close to zero as possible, while
allowing a customer to submit multiple intended | The Bidder must describe how it
payments. will meet this Requirement.
1.14 The Bidder must have the ability to securely The Bidder must affirm
: warehouse electronic payment transaction understanding of, and agreement
requests, where single payments and recurring to comply with, this requirement.
payments are scheduled in advance and the
payment transaction is executed automatically on
the date scheduled. Customers must be able to
schedule payments in advance to execute
anywhere from one day up to 36 months after
the transaction is submitted.
Note: Warehoused/recurring payments will be
submitted to the Bidder for payments initiated
and/or submitted on Bidder’s payment portal.
1.15 The Bidder must ensure that the customer is able | The Bid_der must affirm
: to cancel scheduled ACH debit transactions prior | understanding of, and agreement
to settlement. to comply with, this requirement.
The customer must be able to cancel as . . _
determined by NYSDOL using the Bidder's web | The Bidder must describe how it
application (via secure exchange from NyspoL | Will meet this Requirement and
to the Bidder). Bidder must be able to separate | Provide the latest day and time, in
access to “web only” from other formats. relation to the settlement date, that
Tn addition, NYSDOL must have the ability to a scheduled payment can be
cancel a scheduled payment via Bidder-hosted cancelled.
Administrative Site (see Requirement 4.5).
1.16 The Bidder must charge the Credit Card The Bidder must affirm

convenience fee separate from the NYSDOL
liability payment amount within each transaction.
The fee will be paid by the credit Cardholder and
must display as a separate transaction on their
statement.

The Bidder must, without disclosing the fee
requirement in the Technical Proposal,
agree to only a percentage-based convenience
fee (with no minimum fee) for Credit Card
transactions. (see Section 3.3, Cost Proposal

and Required Responses)

understanding of, and agreement
to comply with, this requirement.




TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
1.17 The Bidder must store all credit card and account | The Bid_der must affirm
' data in accordance with all New York State and understanding of, and agreement
Federal laws, policy and procedure. to comply with, this requirement.
Note: The Bidder must truncate credit card . . _
numbers in any and all communications with The Bidder must describe how it
NYSDOL. will meet this Requirement.
1.18 The Bidder must notify NYSDOL within 15 days The Bid_der must affirm
: of becoming aware of any change (e.g., NACHA | understanding of, and agreement
rule changes) that affects the services covered in | to comply with, this requirement.
this RFP
1.19 The Bidder must have the ability to block The Bidder must affirm
: origination of Credit Card transactions that understanding of, and agreement
contain specific Credit Card numbers provided by | to comply with, this requirement.
NYSDOL.
1.20 The bidder must allow for a customer to pay any | The Bidder must affirm
' part less than or up to the whole amount owed understanding of, and agreement
to Programs A, B or D. to comply with, this requirement
The bidder must NOT allow overpayments.
2 WEB SERVICES
2.1 General
2.1.A. The Bidder must develop, host and maintain a The Bidder must affirm

payment solution that securely links from
NYSDOL's Online Services customized

web pages. The solution must be compatible
with all NYSDOL Online Services programs.

The Bidder must use HTML mockups, style
sheets and images created by NYSDOL when
implementing its pages to ensure the same look
and feel as NYSDOL web applications

and compliance with New York State user
interface standards for accessibility and use.

The Bidder’s payment solution must include:

e State of New York and NYSDOL branding
on the pages;

e Custom data input fields that match up
to unique data collection items for the
applicable program;

e Integration with NYSDOL's Online
Services; and,

e Adherence to accessibility guidelines as
set forth by New York State at:
https://its.ny.gov/document/accessibility-

web-based-information-and-applications-
compliance-reporting .

understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement.



https://its.ny.gov/document/accessibility-web-based-information-and-applications-compliance-reporting
https://its.ny.gov/document/accessibility-web-based-information-and-applications-compliance-reporting
https://its.ny.gov/document/accessibility-web-based-information-and-applications-compliance-reporting

TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
The Bidder must be able to make changes to
applications and screens in an acceptable
amount of time, as determined by NYSDOL.
2.1.B The Bidder must apply NYSDOL program specific | The Bid_der must affirm
B e-Signature language to be displayed prior to understanding of, and agreement
submission of all payment transactions submitted | to comply with, this requirement.
on the Bidder's site.
The Bidder must describe how it
See Exhibit 3. — Sample e-Signature will meet this Requirement.
Certification Language
2.2 Saved Bank Account and Credit Card Information
22.A The Bidder must provide a web application which | The Bidder must affirm
B gives customers the ability to create, view, and understanding of, and agreement
remove saved bank accounts and credit card to comply with, this requirement.
information for use in future payments. When a
customer removes a saved bank account or The Bidder must describe how it
credit card information the Bidder must perform | Will meet this Requirement.
a system check to look for scheduled payments
for that customer using the account information
and present a notification to the user.
22B The Bidder must store customer saved bank The Biqder must affirm
B account and credit card account information understanding of, and agreement
using a composite key structure provided by to comply with, this requirement.
NYSDOL, ensuring that NYSDOL controls the
visibility of account information. Payment The Bidder must describe how it
information must be stored by the Bidder in a will meet this Requirement.
manner that uniquely identifies the user who
saved this information to be displayed back to
the user for future payments.
For example, NYSDOL may prescribe that saved
bank account and credit card information is
stored under a composite key consisting of an
Unemployment Insurance Online Services user
ID and a unique NYSDOL identification number
and any additional data provided by NYSDOL.
2.3 Service Calls and Secure Messages
2.3.A The Bidder must be able to accept, authenticate | The Bid_der must affirm
_ and parse a secured message (i.e. SAML) from understanding of, and agreement
NYSDOL for the purpose of processing ACH to comply with, this requirement.
Debit, and Credit Card transactions through its
payment portal. Such Secure message will The Bidder must describe how it
include customer transaction-specific elements will meet this Requirement
for page display
2.3.B. The Bidder must initiate a web service call The Bidder must affirm

hosted by NYSDOL whenever a customer submits
a transaction on the Bidder’s site and a
confirmation number is provided to the customer

understanding of, and agreement
to comply with, this requirement.




TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
in connection with any payment transaction The Bidder must describe how it
including but not limited to initiating/cancelling a | will meet this Requirement.
payment(s).
2.4 Data Delivery and File Transmission
2.4.A All data transmissions coming from the Bidder The Bidder must affirm
e must be in the file layout specified by each understanding of, and agreement
program. This includes but is not limited to Flat | to comply with, this requirement.
Files and XML documents.
The Bidder must indicate their
See — Exhibit 4 — Current Sample File ability to convert current file layouts
Layouts to another format.
The Bidder must be able to convert the file
layouts to another format (e.g. XML).
2.4.B. The Bidder must supply secure electronic data The Bidder must affirm

file exchange over the internet, to and from
NYSDOL using protocols acceptable to New York
State.

The bidder must be minimally compliant with
New York State ITS Security Policy NYS-S514-007
Encryption Standard
(https://its.ny.gov/document/encryption-
standard).

New York State has approved the use of the
following secure file transfer protocols, which are
listed by order of preference. Encryption
algorithms must comply with current FIPS 140.x
(most current version) guidelines.

e SFTP (SSH/FTP) using a minimum 2048-
bit key based authentication (port 22)
e HTTPS (browser or compatible clients

New York State also supports the optional PGP
“Pretty Good Privacy” or the open source
equivalent GPG “Gnu Privacy Guard” with public
encryption key exchange. Testing is required to
ensure that the encryption and version of
software used by the Bidder is compatible with
State software. This connection will need to
meet all New York State and industry standard
security measures, including using standard TCP
Ports.

The Bidder must provide file transfer access to
its server for the purpose of sending and
retrieving files. The development of a schedule

understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement.




TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
of file transferred to be retrieved is required so
that NYSDOL retrieval of files can be automated.
2.4.C The Bidder must transmit completed and The Bid_der must affirm
e reconciled (reconciled to the day’s activity in understanding of, and agreement
each Bank Account) payment transactions for all | to comply with, this Requirement.
payment types for each program Data Output . . .
Files (see Exhibit 4 — Current Sample File The Bidder must describe how it
Layouts). will meet this Requirement and
propose a schedule and method of
The Bidder must ensure for Credit Card electronic = delivery  of  fully
payments, only transactions included in the processed data to NYSDOL.
transmission reconcile to the day’s deposit into
the NYSDOL accounts.
Note: NYSDOL requires a daily transmitted file
for each program even if it contains zero items.
2.4.D The Bidder must transmit completed and The Bidder must affirm
s reconciled (reconciled to the day’s activity in understanding of, and agreement
each NYSDOL bank account) adjustment to comply with, this requirement.
transactions for all payment types for each . . .
Program Data Output File (see Exhibit 5 — The Bidder must describe how it
Sample Bank Adjustment File Layout). will meet this Requirement.
In addition to Bank Adjustments,
the file must include elements from original
transaction along with associated adjustment,
return or cancel information.
Note: NYSDOL requires a daily transmitted file
for each program even if it contains zero items.
2.4.E The Bidder must accept from NYSDOL a file The Bidder must affirm
i transmission of valid Customer numbers to utilize | understanding of, and agreement
for customer authentication, for both Program A | to comply with, this requirement.
and Program B. Frequency of file updates will be
determined during implementation (see Exhibit
6 — NYSDOL Sample ID File Layout).
2.5 Customer Service
2.5.A The Bidder must develop, with NYSDOL's input The Bidder must affirm
i and maintain an Interactive Voice Response understanding of, and agreement
(“IVR”) application(s) that allows the customer to | to comply with, this requirement.
make Credit Card payments. This IVR must be
available 24 hours a day, seven days a week, The Bidder must describe how it
365 days a year, except for agreed-upon will meet this Requirement.
maintenance and/or testing periods. 100% of
calls made to the IVR must be handled. IVR
processing scripts will vary by Program and
payment type.




TABLE 2.4.A FUNCTIONAL REQUIREMENTS

# REQUIREMENT REQUIRED RESPONSE
A separate IVR will be needed for each Program.
Note: IVR must be able to support both
English and Spanish
2.5.8 The Bidder must provide access to telephone The Bidder must affirm
_ services 12 hours each Business Day for understanding of, and agreement
assistance with making IVR payment. to comply with, this requirement.
Callers using IVR must be able to access an
operator for the purpose of making a payment at | The Bidder must describe how it
any time during telephone service hours. will - meet this Requirement,
Call Processing Script will be provided at including hours  that  customer
implementation. Changes may be required after | S€rvice is available and average
implementation. wait time for calls being transferred
from the IVR.
Note: Call Processing does not need to have a
dedicated phone bank for these services.
2.5.C The Bidder must provide telephone customer The Bidder must affirm
T service in @ manner described below: understanding of, and agreement
e Both Spanish- and English- speaking | to comply with, this requirement.
representatives to all customers;
e Translation services for the following | The Bidder must describe how it
languages: will meet this Requirement.
e [Italian
e Bengali
e Haitian Creole
e Chinese (both Cantonese and Mandarin)
e Russian
e Korean
2.5.D The Bidder must monitor voice transactions in | The Bid_der must affirm
Dl order to: understanding of, and agreement
o evaluate customer service performance; | to comply with, this requirement.
e ensure accuracy of information given;
and The Bidder must describe how it
e ensure compliance with performance will meet this Requirement.
standards.
25.E The Bidder must provide customers the ability to | The Bidder must affirm
R see a payment history of all electronic payments | understanding of, and agreement
made through the Bidder’s site, which supports | to comply with, this requirement.
multiple key retrievals for customer inquiry.
The Bidder must describe how it
Payment history must include posted, scheduled | Will meet this Requirement.
and cancelled transactions.
2.6 Customer Service for NYSDOL Staff
2.6.A The Bidder must designate a contact team for The Bidder must affirm

clarification and resolution of electronic payment
issues. Minimally, a member of the team must
be available Business Days 8:00 a.m. to 5:00
p.m. ET.

understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet or exceed this
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Requirement, including available
time frames.

2.6.B The Bidder must provide support to NYSDOL in | The Bid_der must affirm

Bt order to assist with: understanding of, and agreement
e Researching payments received by the to comply with, this requirement.
Bidder but not deposited to NYSDOL's
accounts; The Bidder must describe how it
o  System, customer and NYSDOL inquiry | Will ~meet this  Requirement
support and reconciliation assistance for | including maximum time frames for
items appearing on the NYS Bank response.
Account (s) daily transaction reports and
NYSDOL Bank statement(s) and on the
Bidder hosted Administrative Site
system.
e Researching and processing support on
ACH Debit returned/dishonored items;
credit card chargebacks/retrievals; and
e Providing interpretation of any changes
in NACHA rules and regulations
impacting NYSDOL's operations or
systems.
2.7 Deposits
2.7.A Bidder must make deposits into current The Bidder must affirm
P accounts held by NYSDOL. The Bidder must have | understanding of, and agreement
the ability to deposit into separate accounts held | to comply with, this requirement.
by NYSDOL for Programs A, B, C and D.
2.7.B The Bidder must be able to accept multiple types | The Bidder must affirm
T of deposits which will include ACH Debits and understanding of, and agreement
Credit Cards. to comply with, this requirement.
The Bidder must describe how it
will meet this Requirement.
2.7.C. The Bidder must agree to give full credit for The Bidder must affirm

deposit amounts without any payment holds.

For all ACH Debit, and Credit Card transactions
received prior to 8:00 p.m. ET the day before the
customer selected Settlement Date, deposit
amounts must be credited to the appropriate
NYSDOL bank account on the customer selected
Settlement Date indicated on each transaction.

For all ACH Debit, and Credit Card transactions
received on or after 8:00 p.m. ET the day before
the customer selected Settlement Date, deposit
amounts must be credited to the appropriate
NYSDOL bank account on the next available
Banking Day.

understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement.
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2.7.D The Bidder must have the ability to reverse The Bid_der must affirm
T transactions by debiting the appropriate NYSDOL | understanding of, and agreement
accounts, if necessary, and react pursuant to to comply with, this requirement.
NYSDOL guidance within a prescribed timeframe.
The Bidder must describe how it
Timeframes will be determined by NYSDOL will - meet or exceed this
during implementation on a program by program | Requirement including available
basis. time frames.
ACH Debit
The Bidder must agree to work with NYSDOL to
reverse erroneous ACH Debit transactions under
conditions to be specified by NYSDOL
Credit Card
The Bidder must have the ability to process full
or partial amount chargebacks. Chargeback
reversals for full or partial amounts must also be
processed.
Note: Chargebacks will result in an adjustment
record while chargeback reversals will result in a
new payment record. In either case, these
records must be transmitted to NYSDOL. Full
credit card numbers must be truncated
inconformity with NACHA and federal rules.
2.7.E The Bidder must provide a process to ensure The Bidder must affirm
e that all remittances received through the cut-off | understanding of, and agreement
of the last Business Day of the calendar year are | to comply with, this requirement.
deposited and processed on the last Business
Day of the calendar year and are transmitted to
NYSDOL the following Business Day.
2.7.F The Bidder must ensure that no debit The Bid_der must affirm
T adjustments will be posted to any program understanding of, and agreement
account after November 30t of the third to comply with, this requirement.
calendar year of the initial deposit of the item
without direction and approval from NYSDOL.
3 Accounting and Reporting
3.1 The Bidder must store and make available The Bidder must affirm
’ historical data for: Transaction understanding of, and agreement
reports/statements for all transaction entries into | to comply with, this requirement.
NYSDOL Bank Accounts for Deposits, ) ) )
Dishonorments, and Credit and Debit memos The bidder must provide the time
according to industry standards after the frame for the industry standard for
maximum online access. It is desired for this maintaining historical data, and
data to be available for six years. state how long they will provide
access, up to seven years.
3.2 The Bidder must store and make historical The Bidder must affirm

payment data available to NYSDOL. The bidder
must make this information available on request.
It is desired that this information be accessible
online. It is desirable to NYSDOL that the
historical data be maintained for 6 years. The

understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how
they will maintain the historical
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bidder shall advise if industry standard is less
than 6 years and provide a proposed timeframe
that the data will be available.

data, how it will be made available,
and the timeframe in which it will be
available.

3.3

The Bidder must provide the ability for NYSDOL
staff to generate customized ad-hoc and
standard reports as determined by NYSDOL.
These reports must have the ability to run for a
single date or a range of dates up to at one year.

The Bidder must be able to report on any data
element provided to it, whether provided through
data transmission, web service call, data
submitted by customers through their Bidder-
hosted web application, or data submitted by
NYSDOL staff through the Bidder-hosted
Administrative Site.

Reports must be available by 7:00 a.m. ET on
the next Business Day.

See Exhibit 7, 8, 9 and 10 NYSDOL —
Sample Reports.

The Bidder must affirm
understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement.

3.4

The Bidder must re-present a transaction which
has been dishonored for reason codes to be
determined by NYSDOL during implementation,
following the initial notice of Dishonorment. The
Bidder should not notify NYSDOL after initial
Dishonorment and no entry should appear on the
NYSDOL Bank Account(s) daily transaction
report(s) and NYSDOL Bank Account
statement(s). If a Dishonorment occurs after a
second attempt to present the transaction, the
Bidder must not attempt to re-present the
transaction again and the bidder must then
notify NYSDOL.

Note: NYSDOL prefers that the re-presentment
not occur immediately.

For any other reason of Dishonorment the Bidder
must inform NYSDOL of the returned item upon
initial Dishonorment.

The Bidder must affirm
understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement and
provide a timeframe for re-
presentment.

3.5

The Bidder must propose a method of reporting
to NYSDOL all bank adjustments related to ACH
Debit/Credit Card Dishonorments, debits, and
credits to the NYSDOL accounts. The Bidder
must provide electronic data (see Exhibit 7,8,
9 and 10 NYSDOL — Sample Reports) for
such adjustments and must provide a single
point of contact.

The Bidder must affirm
understanding of, and agreement
to comply with, this requirement.

The Bidder must describe how it
will meet this Requirement.
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3.6 The Bidder must track and store customer The Bid_der must affirm
: activity in web and IVR applications. This understanding of, and agreement
information must be available to NYSDOL for to comply with, this requirement.
statistical reporting and problem identification.
The Bidder must describe how it
will meet this Requirement.
3.7 The Bidder must provide the timeframe that The Bidder must affirm
’ payers have to reverse payments made. If understanding of, and agreement
timeframe varies based on the method of to comply with, this requirement.
payment it must be documented.
The Bidder must describe how it
will meet this Requirement.
a Bidder-Hosted Administration Site
a1 The Bidder must provide and support a Bidder- The Bidder must affirm
: hosted Administration Site to be used by understanding of, and agreement
NYSDOL staff that must include an electronic to comply with, this requirement.
payment database that stores every payment . . _
transaction processed by the Bidder. The Bidder must describe how it
will meet this Requirement.
Functionality available to NYSDOL staff on the
Administrative Site must be based on role groups
determined by NYSDOL. These groups are;
Administrative, Inquiry and Customer Service,
which includes the ability to process payments
on behalf of customers. The Bidder-hosted
Administrative Site must be available 24 hours a
day, seven days a week, 365 days a year, with
the exception of agreed upon maintenance
windows and notification to NYSDOL when
expected maintenance is required.
4.2 Bidder must be able to accept, authenticate and | The Bid_der must affirm
’ parse a secured message (i.e. SAML) from understanding of, and agreement
NYSDOL, and use the authentication information | to comply with, this requirement.
form the secured message to log NYSDOL . . _
employees into the Bidder-hosted Administrative | The Bidder must describe how it
Site via single sign-on. will meet this Requirement.
Note: Secured message will include the role
group assigned by NYSDOL. The role group will
be used to identify the functionality available to
the employee.
4.3 The Bidder must provide NYSDOL staff a view of | The Bid_der must affirm
: all payment transactions. Payment transactions | understanding of, and agreement
must be stored and displayed; and be filtered to comply with, this requirement.
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and searchable at NYSDOL's discretion; (e.g. The Bidder must describe how it
Customer ID number, application type, bank will meet this Requirement.
account number, ABA RTN number, processing
year, date range, confirmation number, whether
one-time or recurring, Tracking Number,
payment amount).
Note: Sensitive information, such as Social
Security number, as identified by NYSDOL, may
be masked to Bidder staff, but such information
must be visible in full to NYSDOL.
4.4 The Bidder must provide NYSDOL staff the ability | The Bidder must affirm
: to cancel payment records on behalf of understanding of, and agreement
customers, ensuring that this functionality is to comply with, this requirement.
available only to NYSDOL-authorized individuals _ _ _
and such transactions appear on the Data Output | The Bidder must describe how it
Files, if necessary. Note: Ability t